
🔒 Privacy Policy – FinBot 
Effective Date: 12-Sep-2024​
Last Updated:  15-Jun-2025 

 

1. What We Collect 

When you or your server members use FinBot’s extended features, we may collect the following 
data: 

●​ Discord User ID: Used to log and attribute tribute actions.​
 

●​ Twitter API Keys: Consumer Key, Consumer Secret, Access Token, and Access Token 
Secret — used to post tributes on your behalf.​
 

●​ Telegram Bot Token: To enable posting tribute messages to your Telegram bot.​
 

●​ Twitter Handle: So we can tag or mention users in tribute posts.​
 

●​ Optional Nickname: If set, this is used in tribute shoutouts instead of your Discord 
name.​
 

●​ Custom Graphics: If uploaded, your image is used in the tweet/post visual.​
 

 

2. How We Use Your Data 

FinBot uses your data only for the following purposes: 

●​ Logging symbolic tribute interactions between users within the server,​
 

●​ Posting customized tribute shoutouts on Twitter and/or Telegram,​
 

●​ Generating server-specific leaderboards and visualizations,​
 

●​ Allowing optional personalization via nickname and graphics.​
 

 



3. Data Sharing 

We do not sell or share your data with third parties. FinBot only uses your data to: 

●​ Operate the bot,​
 

●​ Interface with APIs (e.g. Twitter or Telegram),​
 

●​ Improve or fix internal features.​
 

 

4. Data Storage & Security 

●​ All credentials and IDs are stored securely using industry best practices.​
 

●​ We do not store access to any direct messages, private conversations, or server content 
outside the tribute system.​
 

●​ If you remove the bot or revoke permissions, your data is automatically disabled from 
further use.​
 

 

5. Your Rights 

You may: 

●​ Request to view or delete any data FinBot stores on your behalf,​
 

●​ Remove the bot at any time to stop future data collection,​
 

●​ Contact us to fully purge your data from our systems.​
 

 

6. Changes to This Policy 

We may update this Privacy Policy if required. You will be notified of material changes via the 
official FinBot support server or GitHub/readme update. Continued use of FinBot after a change 
implies acceptance. 



 

7. Contact 

For all privacy-related inquiries:​
​
Discord: cryptiano 

 


	🔒 Privacy Policy – FinBot 
	1. What We Collect 
	2. How We Use Your Data 
	3. Data Sharing 
	4. Data Storage & Security 
	5. Your Rights 
	6. Changes to This Policy 
	7. Contact 


